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The Vaultwise Server uses various ports. This is a complete list of ports used by the
Vaultwise Server and example firewall rules should you need to modify a firewall to
work with the Vaultwise Server.

Vaultwise Server to Agent Communication

The Vaultwise Server initiates all connections with the Linux and Windows agents. The
Vaultwise Server opens connects on the agents on TCP port 1167 by default (this can be
modified when hosts are created). The protocol used is Block Transfer protocol (BTP).

Network Access Control Lists On Linux or Windows Agent or Network Port Where
Agents Are Connected

Input:

allow TCP from Vaultwise-Server port range 1024-65535 to AGENT-HOST port 1167
Output:

allow TCP established from AGENT-HOST port 1167 to Vaultwise-Server port range 1024-65535
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